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Abstract - Cloud computing has transformed how 
organizations and individuals store and manage sensitive 
data. However, issues such as unauthorized access, data 
breaches, and privacy concerns remain critical. This study 
presents a Privacy-Preserving Cloud Storage System that 
integrates secure user registration, attribute-based access 
control, real-time encryption, and data fragmentation to 
ensure confidentiality and resilience against breaches. The 
system employs Fernet-based symmetric encryption, where 
each user is assigned unique cryptographic keys derived from 
selected attributes. Uploaded files, whether real or text-based, 
are encrypted, fragmented into multiple chunks, and securely 
stored to minimize risks of unauthorized reconstruction. 
Furthermore, the system incorporates comprehensive 
encryption performance analysis, including storage efficiency 
metrics, encryption time evaluation, and high-definition 
visualizations. An advanced security dashboard is provided to 
measure system robustness across multiple dimensions, such 
as encryption strength, fragmentation security, and access 
control. Experimental results demonstrate that the framework 
achieves high security, efficient storage, and fine-grained 
access control, making it a suitable approach for privacy-
preserving cloud environments.  

Key Words:  Privacy-Preserving Cloud Storage , encryption, 
and data fragmentation, Cloud Storage. 

1.INTRODUCTION  

Cloud storage, while beneficial for its efficiency and 
flexibility, presents several significant security and privacy 
challenges. These challenges are critical as they influence 
data integrity, confidentiality, and trust between cloud 
service providers and users. One of the main concerns is 
ensuring the accuracy and consistency of data stored in the 
cloud. Cloud services must protect data from unauthorized 
access and modification. Existing solutions often involve 
encryption (e.g., RSA and AES) to secure data during transfer 
and at rest. However, the management of encrypted data, 
especially with deduplication processes, remains complex 
(Ghallab et al., 2020; Mohamad et al., 2023; G. Yan et al., 

2013). Implementing effective access controls is essential to 
prevent unauthorized access. Approaches such as attribute-
based encryption help in managing permissions dynamically, 
but balancing security with accessibility can be challenging.  

The need for robust encryption methods is stressed in 
multiple studies, yet managing keys securely in a cloud 
environment adds another layer of complexity (Khanezaei & 
Hanapi, 2014; Rajeswari & Kalaiselvi, 2017). With data 
privacy being a major obligation, cloud providers must 
comply with various privacy standards and regulations. The 
risk of data breaches and unauthorized access are significant 
privacy concerns. Secure deduplication and privacy-
preserving auditing are areas of ongoing research aimed at 
addressing these risks while ensuring data privacy (Bella & 
Vasundra, 2022; Shin et al., 2017). While deduplication 
reduces storage costs by eliminating duplicate copies of data, 
it raises privacy concerns since even encrypted data needs to 
be handled through specific deduplication protocols. 
Ensuring security and privacy during deduplication without 
compromising on storage efficiency is a key challenge (Shin 
et al., 2017; Z. Yan et al., 2019). Security threats in the cloud 
computing environment can include data breaches, phishing 
attacks, and insider threats. Understanding the various 
dimensions of these threats enables better preparation and 
defense against potential vulnerabilities. Furthermore, 
continuous adaptation of solutions is necessary as new types 
of threats emerge (Bella & Vasundra, 2022; Tabrizchi & 
Kuchaki Rafsanjani, 2020). Overall, the need for 
comprehensive security strategies that address these 
challenges in cloud storage systems is critical. Strategies 
include employing advanced encryption techniques, 
enhancing authentication protocols, and ensuring 
compliance with global data protection standards to build 
and maintain user trust in cloud services (Mohamad et al., 
2023). 

Encryption alone is insufficient to guarantee data privacy in 
cloud environments for several reasons. While encryption is 
effective at securing data at rest and during transmission, the 
data must be decrypted for processing, exposing it to 
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potential vulnerabilities. This necessity opens up risks for 
data breaches while the data is decrypted and in use. 
Moreover, while encryption protects data from unauthorized 
access, it does not inherently protect against insider threats 
or ensure adherence to data privacy policies, which may 
involve additional processes beyond simple data protection 
(Dhar et al., 2023; Pulido-Gaytan et al., 2021). 

Data fragmentation improves resilience against breaches by 
dividing data into smaller pieces and distributing them 
across different storage locations. This technique ensures 
that even if one fragment is compromised, it does not reveal 
the entire dataset. Fragmentation also enables implementing 
varied security protocols for different fragments, thus 
enhancing overall security. By storing fragments in different 
geographical or logical locations, the amount of useful 
information accessible to an attacker is minimized, reducing 
the impact of any single breach (Abdel Raouf et al., 2016; Ge 
et al., 2020). 

In multi-user cloud systems, access control is critical for 
managing who has permission to access, view, or modify 
data. It ensures that only authorized users can access specific 
data or resources, thus maintaining data confidentiality and 
integrity. Access control systems often employ role-based 
mechanisms, where permissions are assigned based on user 
roles, thus allowing organizations to effectively manage and 
monitor access to sensitive data. This role-based approach 
also enables dynamic access permissions based on job 
requirements or responsibilities, ensuring that users have 
access to the necessary data without exposing unnecessary 
sensitive information (Jajodia et al., 2001; Motta & Furuie, 
2003). 

The key objectives of building a privacy-preserving cloud 
system include ensuring data confidentiality, integrity, and 
compliance with legal and regulatory standards. Privacy-
preserving mechanisms, such as encryption, data 
fragmentation, and anonymization, help protect against 
unauthorized data access and breaches. These systems aim 
to protect the privacy of individuals by employing 
techniques like anonymization and pseudonymization of 
data while maintaining the functional utility of the data for 
cloud services. Additionally, privacy-preserving systems 
strive to build user trust by demonstrating transparency, 
allowing users to control their data and ensuring compliance 
with privacy standards and regulations (Abbas & Khan, 
2014; Gholami & Laure, 2015; Karthiban & Smys, 2018). 

2. Literature Review 

Secure cloud storage employs a variety of techniques to 
ensure data confidentiality, integrity, and access control. Key 
existing methods include. A framework combining RSA and 
AES encryption is commonly used in cloud computing to 
enhance data security. This combination provides strong 
encryption with RSA for key exchange and AES for efficient 
data encryption, thereby increasing data security while 

reducing transmission time (Khanezaei & Hanapi, 2014). 
Ciphertext-Policy Attribute-Based Encryption (CP-ABE) is a 
promising technique for securing cloud storage by allowing 
flexible, fine-grained access control. CP-ABE enables users to 
define access policies over attributes, ensuring that only 
authorized users can decrypt the data (He et al., 2014; Ning 
et al., 2019). Additionally, enhancements like accountability 
and revocability in CP-ABE schemes address credential 
misuse and enhance security (Ning et al., 2019). Some 
systems combine ABE with blockchain to enhance security 
by introducing decentralization for data verification and 
minimizing reliance on cloud service providers (X. Yang et 
al., 2022). This technique is used in combination with ABE to 
enable secure and efficient data access control in 
decentralized cloud storage systems. It assists in user 
revocation by allowing data to be re-encrypted without fully 
decrypting it, maintaining confidentiality (He et al., 2014). 
Techniques like dynamic hash tables and third-party 
auditing enhance security by enabling users to verify data 
integrity without accessing the stored data directly. This 
auditing is critical in ensuring that stored data hasn't been 
tampered with and is especially beneficial in a shared cloud 
environment (Tian et al., 2017; Wang et al., 2013). RBE 
provides a framework for secure cloud storage by allowing 
data owners to encrypt data such that only users with 
specific roles can decrypt it, efficiently supporting role-based 
access control (Zhou et al., 2011). Although a different 
domain, secure network coding can be mapped to secure 
cloud storage, creating new protocols that ensure 
confidentiality and integrity of stored data through 
innovative data encoding and distribution techniques (Chen 
et al., 2016). These techniques, often used in combination, 
provide a robust framework for securing cloud storage, 
addressing concerns of data security, access control, and 
verification in dynamic and distributed environments. 

Attribute-Based Access Control (ABAC) in cloud systems has 
been a focus of numerous studies that aim to improve the 
flexibility and scalability of access control mechanisms 
beyond traditional models like Role-Based Access Control 
(RBAC). Various methodologies have been implemented to 
enhance cloud data security and user privacy.  One study 
expanded OpenStack's native RBAC model by integrating an 
ABAC extension utilizing user attributes. This approach 
leveraged the Policy Machine (PM) for enforcement, 
supporting a gradual shift to ABAC while maintaining 
existing access control frameworks (Bhatt et al., 2016). 
Another implementation introduced a temporal dimension 
to ABAC, allowing data owners to use time-based attributes 
in their access policies. This was achieved using 
cryptographic integer comparisons and proxy-based re-
encryption, providing a more dynamic access control 
mechanism that can better adapt to time-sensitive access 
requirements (Zhu et al., 2012). A privacy-preserving ABAC 
framework was proposed, integrating user-centric control 
with enhanced privacy measures like secure deduplication 
and revocable attribute-based encryption. This supports 



          International Research Journal of Engineering and Technology (IRJET)       e-ISSN: 2395-0056 

                Volume: 12 Issue: 10 | Oct 2025              www.irjet.net                                                                         p-ISSN: 2395-0072 

  

© 2025, IRJET       |       Impact Factor value: 8.315       |       ISO 9001:2008 Certified Journal       |     Page 104 
 

write access on encrypted data and can manage access policy 
updates while protecting user privacy through data pattern 
obfuscation (Xu et al., 2021). The integration of blockchain, 
specifically Ethereum smart contracts with ABAC, has been 
explored to create a distributed access control framework. 
This approach enhances reliability and scalability of access 
control in smart cities and IoT systems by eliminating 
centralized points of failure and facilitating decentralized 
policy enforcement (Yutaka et al., 2019; Y. Zhang et al., 
2020). 

Despite these advancements, existing encryption and data 
management frameworks face several limitations. 
Traditional mechanisms like RBAC are not scalable in 
environments where attributes and user roles are constantly 
changing. Transitioning to ABAC models involves complexity 
in policy creation and management (Narouei et al., 2017). In 
ABE schemes, managing keys and handling user revocations 
efficiently remains a challenge, especially when attempting 
to maintain both high security and usability (Ma et al., 2022). 
ABAC systems integrated with encryption methods like ABE 
can introduce significant computational overhead due to 
complex operations like pairing in decryption processes, 
making real-time data access cumbersome (Ma et al., 2022).  
While ABAC offers fine-grained control, ensuring privacy 
during policy enforcement, especially when multiple 
attributes and entities are involved, remains challenging due 
to potential data leakage through access pattern disclosure 
(Sun, 2019). Implementing and maintaining ABAC systems, 
especially those involving blockchain technology, can be 
costly and require significant computational resources, 
which may not be feasible for smaller organizations (Y. 
Zhang et al., 2020). In summary, while ABAC 
implementations show promise in providing more flexible 
and granular access control in cloud systems, challenges in 
scalability, complexity, and privacy must be addressed to 
fully realize their potential in secure cloud computing 
frameworks. 

The development of new cloud systems is often driven by 
existing gaps and challenges identified in the current 
literature. Key gaps include, While cloud computing is 
recognized for enhancing supply chain performance, 
empirical research detailing specific mechanisms of 
influence remains limited. There is a need for more 
exploration into how cloud-based technical competencies 
impact supply chain dynamics and governance (D. Yang et 
al., 2025). Rapid evolution of cloud software clashes with the 
need for high service availability, creating unsustainable 
upgrade scenarios. Current literature highlights the gaps in 
upgrade mechanisms that could ensure both agility and 
availability, suggesting opportunities for new research and 
solutions in software upgrade strategies (Neamtiu & 
Dumitras, 2011). Integrating IoT with cloud systems 
introduces significant security concerns due to the rapid 
migration and distributed nature of IoT. Current research 
suggests that traditional security measures do not 

adequately protect these hybrid systems, which justifies 
further investigation into advanced security solutions like 
blockchain to mitigate these vulnerabilities (Albshaier et al., 
2024). In the health sector, cloud computing offers vast 
potential for enhanced services but also introduces 
substantial security and privacy challenges. Existing e-health 
standards often overlook critical aspects like client platform 
security, highlighting a gap that new security architectures 
could address to foster secure e-health applications (Löhr et 
al., 2010). Current fault detection methods in cloud services 
often have fixed detection cycles, which can either increase 
overhead or miss faults. Literature suggests that intelligent 
fault detection models that adaptively adjust detection cycles 
are necessary to improve service reliability and efficiency (P. 
Zhang et al., 2021). 

These literature gaps underline the need for system 
developments that address the detailed mechanisms of cloud 
impacts, robust security solutions for hybrid systems, 
improved software upgrade methodologies, and dynamic 
fault detection capabilities. Filling these gaps can lead to 
more reliable, secure, and efficient cloud computing 
solutions. 

3. Methodology 

The methodology is designed around security, privacy, and 
efficiency in a cloud-based data storage system. The 
following key modules define the proposed approach: 

3.1 System Initialization 

The system is initialized by generating a master secret key 
and corresponding public key for encryption. A structured 
database in JSON format is used for storing user credentials 
and file metadata. This ensures persistence across multiple 
sessions. 

3.2 User Registration and Attribute Assignment 

New users are registered with unique usernames and are 
assigned attribute-based roles (e.g., admin, HR, finance, 
developer). Each user is issued a cryptographic key pair, 
consisting of a secret key and a base64-encoded public key. 
Attributes form the basis of fine-grained access control, 
ensuring that only authorized roles can access certain files. 

3.3 User Authentication 

A login mechanism validates users against stored 
credentials. The system provides login, logout, and user 
status management to enforce controlled access. 

3.4 File and Text Upload 

Users may upload either real files or text-based content. 
During this step, the content is processed and securely 
prepared for storage. Sample templates for confidential 
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reports, financial summaries, or security policies are also 
available, simulating enterprise data uploads. 

3.5 Data Encryption and Fragmentation 

Before storage, the uploaded content undergoes AES-based 
Fernet encryption using the user’s secret key. To prevent 
single-point compromise, encrypted files are fragmented 
into smaller chunks. Each fragment is indexed and stored 
with metadata such as size, encryption time, and fragment 
count. This design reduces the risk of full file reconstruction 
if a data breach occurs. 

3.6 File Management and Metadata Storage 

All encrypted and fragmented data is stored in a JSON-based 
database with details including original size, encrypted size, 
efficiency ratio, and timestamp. For text-based uploads, 
content previews are generated for user reference. 

3.7 Performance and Security Analysis 

A dedicated analysis module evaluates encryption efficiency, 
storage overhead, and fragmentation distribution. Using 
Pandas, Matplotlib, and Seaborn, the system provides 
statistical summaries, bar charts, heatmaps, radar charts, 
and pie charts to visually represent performance and 
security metrics. Advanced analysis generates an overall 
security score dashboard, covering encryption strength, data 
privacy, access control, and fragmentation resilience. 

3.8 User Interaction and Demonstration 

The system is presented through a step-by-step interactive 
menu. Users can register, log in, upload, encrypt, analyze, 
and visualize results in a structured sequence, allowing 
transparency and clarity in system operations. 

4. Result Analysis 

4.1 System Performance and Efficiency Evaluation 

The implemented privacy-preserving cloud storage system 
demonstrates exceptional operational efficiency with well-
balanced performance across critical metrics. The system 
achieved an impressive Performance Score of 89.8/100, 
indicating optimal resource utilization while maintaining 
robust security protocols. File encryption operations were 
completed with remarkable speed, averaging only 10.21 
milliseconds per processing cycle, making the system 
suitable for real-time applications and large-scale 
deployments. The storage efficiency analysis reveals a 
moderate overhead with encrypted files showing a 33.4% 
size increase (from original to encrypted state), which 
represents an acceptable trade-off for the enhanced security 
benefits provided by the multi-layered protection 
framework. 

 

Fig -1: System Visualization 

The system's architecture successfully handles multiple 
concurrent operations, as evidenced by the seamless user 
management and file processing capabilities. The data 
fragmentation mechanism proved particularly efficient, 
processing files into 3,936 security fragments while 
maintaining system responsiveness. This granular approach 
to data protection ensures that even large files can be 
processed and secured without significant performance 
degradation. The modular design allows for scalable 
operations, with the system capable of handling increasing 
user loads and file volumes while maintaining consistent 
performance levels across all security operations. 

4.2 Comprehensive Security Framework 
Assessment 

The security implementation achieved an outstanding 
Overall Security Score of 93.0/100, demonstrating the 
effectiveness of the multi-layered protection strategy. The 
system excelled in Fragmentation Security (100/100), 
indicating perfect implementation of data chunking and 
distribution across proxy servers. The Encryption Strength 
(95/100) and Data Privacy (92/100) scores confirm the 
robust cryptographic foundations, while the Access Control 
(88/100) metric shows reliable attribute-based 
authorization mechanisms. The three-layer protection 
approach—combining encryption, fragmentation, and access 
control—creates a formidable defense against various cyber 
threats. 
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Fig -2: Security Metrics Radar Chart 

The security radar chart visualization clearly illustrates the 
balanced approach across all security dimensions. The 
system successfully addresses critical security requirements 
including data confidentiality through strong encryption, data 
integrity via fragmentation, and access management through 
attribute-based controls. The implementation ensures that 
even if one security layer is compromised, the remaining 
layers provide adequate protection. The fragmentation 
strategy makes data reconstruction impossible without 
proper authorization, while the encryption protocols 
safeguard against eavesdropping and unauthorized access 
during data transmission and storage. 

4.3 Operational Effectiveness and User Experience 

The system interface demonstrates excellent usability and 
operational clarity, as shown in the main menu structure and 
user interaction flows. The step-by-step approach guides 
users through registration, authentication, file upload, and 
security operations with intuitive prompts and clear 
feedback. The system maintains comprehensive status 
information including current user sessions, total registered 
users, and file statistics, providing administrators with 
complete visibility into system operations. The successful 
implementation of user management features—including 
registration, login, logout, and user listing—confirms the 
system's readiness for production environments. 

 

Fig -3: Advanced Security Analysis 

The security analysis dashboard provides valuable insights 
into system performance and protection levels, enabling 
administrators to monitor security metrics and make 
informed decisions. The quantitative analysis showing 3 
protection layers and 3,936 fragments per file demonstrates 
the system's capability to handle complex security 
requirements while maintaining operational efficiency. The 
integration of real file processing (PDF documents) with 
advanced security features validates the practical 
applicability of the system for enterprise use cases, where 
both security and usability are critical requirements for 
successful deployment. 

5. Conclusion 

Based on the comprehensive implementation and testing 
results, this research successfully demonstrates an effective 
privacy-preserving cloud storage system that optimally 
balances security and performance. The system achieved an 
impressive overall security score of 93.0/100, with perfect 
fragmentation security (100/100) and strong encryption 
strength (95/100), while maintaining high operational 
efficiency with a performance score of 89.8/100 and rapid 
encryption times averaging 10.21 milliseconds. The multi-
layered security approach—combining attribute-based 
encryption, data fragmentation into 3,936 chunks, and fine-
grained access control—proved highly effective in protecting 
data confidentiality and preventing unauthorized access, with 
only a reasonable 33.4% storage overhead. 

The successful implementation validates the practical 
feasibility of privacy-preserving multihop control for real-
world cloud storage environments, providing a robust 
foundation for secure data management. The system's ability 
to handle user registration, attribute-based access control, 
file encryption, and security analysis through an intuitive 
interface confirms its readiness for enterprise deployment. 
This research contributes significantly to secure cloud 
computing by demonstrating that strong privacy protection 
can be achieved without compromising performance, paving 
the way for future enhancements including post-quantum 
cryptography, blockchain integration, and AI-driven security 
adaptations. 
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