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Abstract - With fast industrialization, urbanization, and
rising Global Carbon emissions, it has now become an
acute issue for environmental sustainability and carbon
emission monitoring globally. To sustain development and
make good decisions, environmental indicators need to be
monitored and analysed continuously. This paper
introduces a web based platform which named as Eco
Track: Smart Environmental Monitoring and Carbon
Emission Analysis System that monitors, analyses and
visualizes the environmental data and carbon emission
data with an interactive and user friendly interface. The
proposed system offers a worldwide dashboard which
allows country-wise environment conditions analysis
through interact maps, graphs and real time monitoring
approaches. Eco Track aims to make tricky environmental
data more accessible and comprehensible via visual
insights, while giving easier-to-use access to
environmental information. With a responsive front-end
built with React, Vite, and Tailwind CSS, the system's back-
end is implemented via Spring Boot for services and
PostgreSQL for optimized data handling. Also, user
authentication is inserted, with the use of JSON Web Token
authentication, for accessing the system in a secured
manner, and for avoiding any communication system
failures. The platform allows users to compare and analyse
carbon emission behavior and environment indicators to
effectively display behavior changes and trends in various
geographical areas. The suggested system intends to
measure and present an environment in a smart manner
and increase awareness for sustainability, based on
scalable architecture, real time visualization and efficient
data processing, for the contribution in future
environmental management and decision-support systems.

Keywords: carbon emission analysis, climate change
monitoring, country-wise environmental analysis,
environmental data visualization, environmental
monitoring, geographical data analytics, greenhouse
gas emissions

1. INTRODUCTION

Industrialization, urbanization, deforestation and high
levels of greenhouse gasses are responsible for
environmental pollution and climate change having
grown to a major concern throughout the world. Carbon
dioxide contributes to global warming (climate change),

which causes a variety of negative environmental effects
like unpredictable climate and imbalanced ecosystem.
This requires effective environmental monitoring
systems to be put in place to rise to the challenge and
help in sustainable decision making. Nowadays, the
collection, processing and visualization of environmental
data on digital platforms and networks has been greatly
enhanced with the advent of smart environmental
monitoring technologies and techniques [1] [2].
Additionally, lots of scale estimation systems for carbon
emissions have permitted the investigation and
policymakers to feature and more successfully keep
track of the scale of emissions around the world and
their impact on environmental sustainability [3] [4].

Existing environmental monitoring can have difficulties
with data segregation, lack of visualization features and
the interpretation of high dimensional environmental
data. A few systems are currently deployed using sensor-
based architectures and monitoring approaches with
very high hardware consumption, while users often do
not have access to the system's centre or have an easy-
to-use monitoring interface for data analysis [5][6]. As
pointed out in recent studies, platforms and “real-time”
dashboards for visualization of environmental data and
interpretation are very important [7][8]. In addition,
secure application architecture like environmental
information systems and reliable authentication
mechanisms for users are required to secure and protect
environmental information systems [9][10].

To overcome these drawbacks, this paper introduces a
novel system called EcoTrack: Smart Environmental
Monitoring and Carbon Emission Analysis System, a web
based application for monitoring, analysing and
visualising environmental, carbon emission data through
dashboards and graphical representations that can be
interacted with. The suggested system gives the
environmental information of the country with the help
of visualization of global map, statistical analysis
between countries and real-time monitoring of the
environment. To guarantee high-performance
communication, security, and reaction time between the
components of the system, EcoTrack leverages cutting-
edge full-cycle web tech. A React, Vite, and Tailwind CSS
frontend is employed to create smoothly and combine
with the backend, which is built with Spring Boot and
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structured environmental data is managed with
PostgreSQL. Additionally, JSON Web Token
authentication is built-in, guaranteeing secure access to
users and safeguarding communications inside the
platform [8][9][10].

The development of intelligent monitoring systems,
carbon tracking technology and artificial intelligence
driven environmental analysis for sustainable practices
and future environmental planning have been the area of
several recent studies [11][12][13]. The developments
illustrate the increasing relevance of real-time
monitoring, visualization, and digital infrastructure with
scalability aspects in the field of environmental
applications. Taking a cue from these developments,
EcoTrack has envisioned an efficient and handy
environmental monitoring tool that helps to visualize
complex environmental data in meaningful ways,
facilitates sustainability awareness through interactive
data analysis and track carbon emissions at country
level.

2. LITERATURE REVIEW

The current study “Construction of Carbon Emission
Data Monitoring System Based on Multi-Source Data
Fusion” provided a carbon emission monitoring
framework, which fuses the multiple environmental data
sources for effective monitoring and analysis of carbon
emission patterns. The system focused on data fusion,
centralized sensing and central visualization, which is
used for environmental sustainability. The research
stress highlights the need for intelligent platforms for
measuring carbon emissions and led to the creation of
EcoTrack's centralised environmental monitoring
platform and country wise carbon emissions
visualisation module [1].

The research paper titled “Advances in Real-Time Smart
Monitoring of Environmental Parameters” addressed
smart monitoring of environmental parameters by way
of real-time parameter acquisition and visualization. The
study mentioned the necessity of eco-monitoring
sensors, monitoring dashboard, and intelligent interfaces
in the integration and efficient environmental
assessment. Proposed framework highlighted the real-
time analysis and scalable monitoring architectures
relevant for real-time environmental data processing
and interactive dashboard in EcoTrack [2].

The paper “Near-real-time Estimates of Daily CO,
Emissions from 1500 Cities Worldwide” proposed a
comprehensive approach for estimating the daily CO,
emissions across a large scale of cities globally, based on
the environmental data available at the city level. The
research merged to provide insights into carbon
monitoring and geographical on-farm monitoring at

large scale. The study illustrated the ability to use
emission data for several locations to monitor
environmental trends and compare emission patterns
globally to facilitate global monitoring and country-wise
carbon emission analysis by EcoTrack [3].

“A Bibliometric and Systematic Review of Carbon
Footprint Tracking Technologies” is a study to analyze
various carbon footprint tracking technologies and
monitoring  technologies developed for  the
environmental sustainability. This paper discussed
recent technological development of carbon tracking
methods, sustainability evaluation systems, and digital
monitoring systems. The results highlighted the
importance of effective visualisation and analysis
interfaces to help facilitate understanding of
environmental information, consistent with the aim of
EcoTrack to make environmental information easier to
visualize in graphical dashboards [4].

A research paper titled Building Carbon Emission
Monitoring System Design" was suggested which
discussed the overall architecture of a carbon emission
monitoring system, user interface design and efficiency
of monitoring. The study focused on the dashboard-
based transparency of monitoring and visualization of
the environment in real-time; it aimed to assist in better
decision making and environmental awareness. The
concept of the methodology and of the monitoring
structure of the system is similar to EcoTrack's
dashboard module and interactive analysis dashboard
for the environment [5].

The paper “Global Carbon Dioxide Emissions Analysis
Based on Time Series Visualization” introduced a time-
series analytical method for the study of carbon dioxide
emissions based wupon visualization. The research
identified the benefits of using graphical analysis and
statistical representations to understand the trends in
carbon emission over time. The results align with the
environmental visualization functions of the chart in
EcoTrack including trend analysis through line charts,
bar charts and a comparison of environmental indicators

[6].

The study title: Web-Based Platform for Real-Time Data
Monitoring Visualization: Analysis and Perspectives
discussed implementation of Web-Based Platforms in
Real-time Monitoring and Visualization of Dynamic
Datasets. Responsive interfaces, efficient data
processing, and scalable architectures for monitoring
systems were highlighted as key aspects of the research.
The results played a role in the development of
EcoTrack's web-based architecture that aims to provide
users with real-time data on the environment in a user-
friendly and responsive interface [7].
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The paper “Implementation of RESTful API Web Services
Architecture in Application Development” discussed the
importance of RESTful API architecture in modern web-
based systems. Its objective was to clarify the concept of
communication between the front and back of an
application via API with consistent request-response
models. The proposed architectural approach is helpful
in implementing environmental data processing using
REST API, authentication and dashboard application
according to country Wise of EcoTrack [8].

The study titled “Enhancing JWT Authentication and
Authorization in Web Applications Based on User
Behavior History” focused on studying secure
authentication of web applications with the help of JWT
technology. This research highlighted the need for
efficient authentication, secure sessions and secured
access to the user data via token communication. While
the security principles are applied to EcoTrack, secure
login into the system is provided by JWT-based
authentication, and control on access to environmental
monitoring functionalities is achieved. EcoTrack has
applied the above securities principals with JWT-based
authentication for secure login and control for accessing
environmental monitoring functionalities.

In this study “Secure Session Management using JWT
Authentication and Cryptographic Method for creating a
JWT using HMAC Algorithm,” I examined secure session
management using JWT  authentication and
cryptographic methods to create JWT using HMAC
algorithm. The paper showcased the security of the use
of token based authentication and the risk reduction
capabilities when trying not to entrust into unauthorized
access. The assessments have been incorporated in the
backend communication layer and stateless user
authentication model of the application used by
EcoTrack for securing the app’s communications and
user authentication [10].

The study paper ‘Near Real-time CO, Emissions Using
Carbon Satellite and Artificial Intelligence’ surveyed how
to track carbon emission by using artificial intelligence
and satellite-based monitoring. It was noted in the study
how crucial predictive analytics and intelligent
monitoring is to environmental systems. Advancements
in such areas serve as the bases for further improvement
of EcoTrack's future development - artificial intelligence
based carbon prediction and smart environmental
analytics [11].

The study proposed, Leverage [oT and Deep Learning for
Real Time Carbon Monitoring, was an intelligent carbon
monitoring system using IoT devices and deep learning
algorithms. The study showcased the capabilities of
advanced monitoring technology in enhancing the
precision and productivity of environmental monitoring

systems. The results of this work further aid in planing
the future scalability of EcoTrack to include
Implementation of Internet of Things sensors and
intelligent Predictive Environmental Monitoring (PEM)
techniques [12].

“Advancement of Environmental Monitoring System
Using IoT and Sensor: A Comprehensive Analysis” gave
an in-depth review of the environmental monitoring
system that had been framed, with the use of sensor
networks and Internet of Things technologies. The study
focused on automation of monitoring facilities,
environment data collection and sustainability
management with the help of digital technologies. The
results provided valuable background for understanding
current environmental monitoring systems, and were
incorporated into conceptual background for EcoTrack's
environmental analysis framework [13].

3. METHODOLOGY

The proposed EcoTrack: Smart Environmental
Monitoring and Carbon Emission Analysis System is a
full stack web-based approach which monitors, analyses
and visualizes environmental and carbon emission data
presented in an interactive platform. The methodology
aims at offering a single platform solution, country-wise
environmental monitoring dashboards, analytics and
environmental insights in real time, through graphical
visualization. The new Web technologies, structured
database management and information security
protocols proposed in the scheme are designed to
provide a visual representation of environmental data
that are stored in complex forms to deliver useful
analytical data to the user. The purpose of this system is
to offer an easy-to-use interface that achieves
environmental monitoring, secure communication,
scalability, and efficiency.

The model of development for the EcoTrack is based on
three level architecture pattern such as presentation
layer, application layer and database layer. This
architecture facilitates the modularity of the system, as
well as helps to smoothly communicate between the
elements of the system. The presentation layer handles
rendering an interactive user experience and presenting
environmental information on consoles, maps and
statistical visualizations. Front-end development is
powered using React.js, Vite and Tailwind CSS, providing
a modern and dynamic application, with a clean and
visually appealing interface for tracking carbon
emissions and environmental metrics. The frontend
enables users to explore environmental data country-by-
country, to compare the carbon emissions over the years
and to receive an understandable visualization of the
data thanks to the use of visual analytics.
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The application layer is the overall central processing
part of the system and is done by using Spring Boot. The
responsibility of this layer is to execute business logic
operations, data processing operations, accept requests
and interact with the front end and database. The back
end architecture uses RESTful API design for efficient
retrieving and processing environmental information
using the Hypertext Transfer Protocol. However,
environmental data is mapped, converted and loaded
into a structured format before it is sent to the frontend,
which loads the data in JavaScript Object Notation,
allowing for seamless integration with visualization
components. Additionally, the backend handles secure
communication and authentication operations, ensuring
the system's reliability and performance.

PostgreSQL is the database management system to
provide efficient storage and management of
environmental datasets. The information in the database
is structured including information on the fact about the
country, carbon emission information, historical
environmental indicators or information about the users.
Relational database design used for consistency, to
reduce data duplication and to improve data retrieval for
environmental analysis. These efficient query
mechanisms allow an easy access of environmental
information on country basis and aid in census of
comparative analysis between various geographical
areas.

Secure communication and access to the system are
provided by implementing JSON Web Token (JWT)
authentication. This authentication process ensures
users are identified and offers secure tokens to allow for
valid logins, reducing the possibility of unauthorized
access and increasing the security of the system. The
stateless authentication reduces dependency to a lesser
extent on the servers and it provides a better secure
communication between the front end and back end
modules. This security enhancement is an additional
layer of security for the platform, enabling it to offer
protected access to additional environmental monitoring
features and guarantee data integrity.

The proposed methodology also highlights the
techniques of good data visualization to gain some
understanding and decision making on the environment.
This system transforms datasets related to environment
and carbon emissions into visualizations like charts,
comparative graphics and geographical maps that are
interactive. The techniques create visualised images that
assist in the understanding and interpretation of the
surrounding environment, and enable users to view
trends in carbon emissions, the environmental
performance of countries and the sustainability
indicators in a meaningful way. Furthermore, the system
can include real-time monitoring and be updated and

dynamically presented in dashboard interface with
environmental information.

The overall perspective of EcoTrack development
presented in this work is based on the employment of
full-stacked web development technologies, secure
authentication mechanism, structured data management
and interactive visualization techniques to create a smart
system for the management of environmental
monitoring. This development of a system includes
several security features, interactive dashboards, live
monitoring of environmental data, comparisons with
other countries, and a scalable architecture, offering an
efficient and scalable way to deepen the understanding
of sustainability and support environmental decision-
making.

4. SYSTEM WORKFLOW AND IMPLEMENTATION
STAGES

Objectives

1. Core objectives

The main goal of the project EcoTrack is to build a web
based experiential monitoring and visualization platform
for a centralized approach to environmental and carbon
emission monitoring. The system's goals are to offer
country-wise environmental insights via dashboards,
maps, and visual interpretation, to boost environmental
awareness and decision-making.

2. Technical Approach

EcoTrack has a full-stack development focused on the
use of React.js, Vite and Tailwind CSS for the frontend
part of the application and Spring Boot for the backend
processing. The environmental data is stored in a
PostgreSQL database, and communication between
modules of the system is carried out using RESTful APIs.
Authenticates access to the system with JSON Web
Tokens.

3. Performance Targets

Architecturally it is intended to have effective
environmental monitoring with low experience response
time, and to have smooth interaction of the dashboard.
The goals of EcoTrack are to enable real-time viewing of
the environment, secure authentication and trustworthy
country-wise carbon emissions analysis.

4. System Design & Scalability

EcoTrack follows a three-tier architecture consisting of
frontend, backend, and database layers. The modular
design improves scalability and allows future integration
of advanced features such as Artificial Intelligence,
Machine Learning, and Internet of Things-based
monitoring systems.
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5. Validation Plan

It is validated using functional test, authentication test
and performance evaluation. The created dashboard is
tested for accuracy, the accuracy of APl communication
is checked, and a visualisation of the building
environment is generated to test the system to check its
functionality.

4.2 System Architecture

The architecture of EcoTrack consists of a server-client
application with the front end controlling the users and
plotting the data, and the back end running the business
logic and environmental data. The backend fetches
country wise environmental data from the PostGres,
processes it and sends it to the Frontend for
visualization in the Dashboard.

Fig -1: Overall Architecture of EcoTrack
4.3 System Workflow

The first step of the EcoTrack workflow is the collection
and storage of environmental data (in the database).
Users login to the dashboard, and request information
about the environment, which is pulled from and
processed at backend APIs. Processed data can then be
displayed in various graphs, charts and interactive maps,
to analyse carbon emissions on a country-by-country
basis.

ECOTRACK - LAYERED ARCHITECTURE

nnnnn

@ | =

X Ri
nnnnnn

e uhihihh

User Interface (React s + Talwind CS5)

3
6.1.2 APPLICATION LAYER (BACKEND)

@ GloblEmission

spring .

Orr —
ResTiu

PostgreSQL

——> DuaFow <> Request/Response Flow

Fig -2: Layered Architecture of EcoTrack

4.4 Implementation Stages

1) Requirement Analysis and System Planning

To implement EcoTrack, first major problems after
identifying in environmental monitoring and carbon
emission analysis were identified. Functional
requirement were identified which included country-
wise environmental tracking, visualization of carbon
emission, real-time monitoring, secure login and
dashboard analytics. Security, scalability, responsiveness
and efficient performance were also taken into account
as non-functional requirements. After considering these
requirements, the overall system workflow, system
architecture, Database structure and technology stack
was finalized. Data comes from a variety of sources.

2) Dataset Collection and Data Preparation

The second stage of implementation included gathering
environmental and carbon emission data from open
sources of environmental monitoring and structured
data repositories. Collected data consisted of country
name, carbon emission, environmental indicators, and
historic environmental data. Unstructured
environmental data were processed for -cleaning,
structuring and loading into data structures for storage
and visualization. The data preprocessing process of
consistency, removing redundant data, enhancing the
environmental analysis accuracy was conducted.
Consistency, removal of redundant data and
enhancement of the accuracy of environmental analysis
were carried out.

3) Database Design and Implementation

During this phase, the PostgreSQL database was
configured to effectively house data on the environment
and information related to users. Database tables were
established to store country information, carbon
emission data, country's environmental conditions over
time, and user authentication information. Relationships
were defined between the tables to promote efficient
query and to avoid redundancy. Consistency and
performance of data retrieval in dashboards were
enhanced by implementing database normalization
techniques.

4) Backend Development and API Implementation:

The implementation of the backend was done using
Spring Boot, during which the business logic, the
application processing, etc. were developed. RESTful
APIs are developed to make communication between the
front-end and database. APIs were built to handle
various functions including environmental data retrieval,
country-wise carbon emission data retrieval,
authentication and dashboard requests. The backend
also validated the requests, handled exceptions, and
converted processed environmental data to JSON for the
frontend rendering.
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5) Authentication and Security Implementation

The system was designed using JSON Web Token
authentication to provide secure access to the system.
Validating credentials in the database provided user
login functionality. A secure token was created and used
by the client for session management on successful
authentication. Routers were added to prevent access
and secure API endpoints between front end and back
end modules.

6) Frontend Development and Dashboard Design

The frontend side of EcoTrack has been built with
React.js, Vite and Tailwind CSS for a responsive and user
friendly interface. Reuse techniques were used to
increase the maintainability and performance of the
system. The dashboard interface had been developed to
provide information on country-wise carbon emission
statistics, comparative analysis of environment, trends
graphically and global environmental insights.
Interactive navigation and responsive layouts were
designed to make navigation more user-friendly on
various devices.

7) Data Visualization and Interactive Mapping

A specific implementation phase dedicated to converting
environmental data to visual data for easy interpretation.
Comparative analysis graphs, pie charts, line charts and
bar graphs were incorporated into the dashboard. In
order to present the environmental information on the
country-wise basis geographically, an interactive world
map was put in place to provide a visual comparison of
the environmental performance and carbon emission
patterns of the countries.

8)Real-Time Data Processing and API Integration

In order to enable dynamic environmental monitoring,
the frontend components were connected to backend
APIs to get real-time environmental information. Real-
time sync mechanisms were added to deliver the most
up-to-date environmental information to users without
human intervention. The seamless communication
between APIs enhanced dashboard responsiveness and
ensured that environmental data was fetched for each
country smoothly.

9) Testing and Validation

The final implementation phase consisted of testing the
system for functionality, performance and security.
Functional testing was done for the correctness of
dashboards, login functionality and data retrieval
modules. Performance testing was used to assess the
timeliness of dashboard responsiveness and efficient
communication through the API. Security tests were
conducted to ensure that the token authentication and
access protection mechanisms were secure. The outputs
from the visualization were checked for accuracy of
environmental information and carbon emission trends.

5. RESULTS

Implementation of EcoTrack: Smart Environmental
Monitoring and Carbon Emission Analysis System
successfully demonstrated the ability to monitor process
and visualize the environmental and carbon emission
data on an interactive web based platform. The
developed system can be used to analyze the
environment of a country through its dashboards,
statistical charts and geographical maps visualization,
which helps to understand the situation better.
Implementation results show that EcoTrack can
effectively convert complex environmental data into
meaningful visual insights, which enhances the
awareness of sustainability and environmental
monitoring.

5.1 User Information Module

For secure access to EcoTrack functionalities, the login
module was successfully implemented with [SON Web
Token based authentication.JSON Web Token based
authentication was successfully implemented as the
login module to ensure secure access to functionalities of
the system. The authentication process verifies the
user's identity and permissions and allows them to
access environmental monitoring dashboards. This
robust authentication feature ensures that only
authorized users can access the platform and enhances
its security and reliability.

Fig -3: Login Interface of EcoTrack System

The figure shows a secure login screen, which was
designed to allow wusers to log in and access
environmental monitoring functions securely.

5.2 Dashboard Visualization

The dashboard module is the heart of EcoTrack, which
serves as a central monitoring system and offers
environmental information to the user in a country-wise
manner through interactive visual elements. The
dashboard was able to successfully represent
environmental statistics, the trend of carbon emissions
and comparative environmental data in a graphical
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format. The dashboard interface allows users to easily
access and analyze environmental conditions.

Fig -4: Main Dashboard of EcoTrack System

The dashboard displays environmental statistics,
country-wise carbon emission data and offers interactive
monitoring via a graphical visualization.

53 Global Map Based Environmental
Monitoring

The global map visualization module has been integrated
in the EcoTrack successfully, enabling the geographical
representation of the environmental information. The
interactive map allows the user to see what happens
with carbon emissions and environment on a country
basis, in different geographical regions. This application
greatly enhanced the understanding of the spatial
variations in the environment.
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Fig -5: Global Map visualisation module

The map is interactive, and provides a country-wise
environmental information and carbon emission pattern,
which can be used for comparative geographical analysis.

5.4 Carbon Emission Data Visualization

Graphical visualization methods for analysing the
environmental and carbon emission trends were
successfully implemented in the system. Various chart
types (bar chart, line graph and pie chart) were
incorporated to enhance the ability to interpret
environmental data. These graphic outputs make it easy
to compare carbon emissions and see sustainability-
related trends.

s Data Visualization

€0, Emlssiona Growth

Fig -6: Carbon Emission Graphical Analysis

The graphical charts allows for comparative assessment
of environmental indicators, as well as country-wise
carbon emission trends.

5.5 Integrating with the backend API and
Database.

The integration of the backend with Spring Boot and
RESTful APIs was a successful implementation to enable
communication between the frontend and the database.
Efficient retrieval of environmental information from the
PostgreSQL database and processing for visualization on
the front-end. The structured database design ensured
efficient storage and retrieval of country-wise
environmental information.

Fig -7: REST API

6. CONCLUSION

The proposed EcoTrack: Smart Environmental
Monitoring and Carbon Emission Analysis System will
lead to an efficient and centralized solution to monitor,
analyze and visualize environmental and carbon
emission data and visualise it interactively using a web
based platform. The system seamlessly combines current
full stack technologies to provide environmental
intelligence on a country-by-country basis with
dashboards, graphical visualizations and interactive
mapping tools. EcoTrack's ability to present complex
environmental information in a meaningful visual format
makes it more accessible and easy for users to
understand environmental trends and indicators of
sustainability. The use of React.js, Vite, Tailwind CSS,
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Spring Boot, PostgreSQL, and JSON Web Token
authentication provides a secure, scalable, and
responsive system architecture. The use of RESTful APIs
facilitates efficient module-to-module communication,
and interactive charts and geographical visualization
enhances comparative carbon emissions analysis
between regions. Further, the real-time monitoring
function also provides up-to-date environmental
information and improves analysis accuracy. In
conclusion, EcoTrack is a valuable tool for promoting
sustainability awareness, offering a user-friendly
platform for environmental monitoring and carbon
emission analysis. The proposed system lays an excellent
foundation for future development of Al-based
prediction models, environmental forecasting based on
Machine Learning, integration with the Internet of
Things, and cloud deployment, which suit advanced
environmental management and intelligent decision-
support systems.

7. REFERENCES

[1]. Ding, P, et al., “Construction of Carbon Emission Data
Monitoring System Based on Multi-Source Data Fusion,”
ProcediaComputerScience,2024.DOI:https://doi.org/10.
1016/j.procs.2024.10.108

[2]. “Advances in Real-Time Smart Monitoring of
EnvironmentalParameters,”Heliyon,2024.DOI:https://do
i.org/10.1016/j.heliyon.2024.e28195

[3]. Gurney, K. R, et al., “Near-real-time Estimates of
Daily CO, Emissions from 1500 Cities Worldwide,”
NatureCommunications,2022.DOl:https://doi.org/10.10
38/s41467-022-31185-9

[4]. “A Bibliometric and Systematic Review of Carbon
FootprintTrackingTechnologies,”2025.DOI: Not available

[5]. “Building Carbon Emission Monitoring System
Design,” in ACM International Conference Proceedings,
2024. DOI: https://doi.org/10.1145/3708657.3708777

[6]. Zhang, Y, et al, “Global Carbon Dioxide Emissions
Analysis Based on Time Series Visualization,” Frontiers
inPhysics,2023.DOI:https://doi.org/10.3389/fphy.2023.
1201983

[7]. “Web-Based Platform for Real-Time Data Monitoring
Visualization: Analysis and Perspectives,” Springer
Nature,2024. DOI: Not available

[8]. “Implementation of RESTful API Web Services
Architecture in Application Development,” in IEEE
ConferenceProceedings,2022.DOI:https://doi.org/10.11
09/IC21E56415.2022.9649679

[9]. “Enhancing JWT Authentication and Authorization in
Web Applications Based on User Behavior History,” MDPI
Computers,vol.12,n0.4,2023.DOI:https://doi.org/10.339
0/computers12040078

[10]. “RESTful API Security Using JSON Web Token (JWT)
with HMAC Algorithm in Session Management,” IT
JournalResearch&Development,2023.DOI: Not available

[11]. “Near Real-time CO, Emissions Based on Carbon
SatelliteandArtificiallntelligence,”2022.DOl:https: //arxiv.
org/abs/2210.09850

[12]. “Leveraging IoT and Deep Learning for Real-Time
CarbonMonitoring,”2024.DOI: Not available

[13]. Laha, S. R, et al, “Advancement of Environmental
Monitoring System Using IoT and Sensor: A
Comprehensive Analysis,” AIMS Environmental Science,
2022.DOI: https://doi.org/10.3934 /environsci.2022044

© 2026, IRJET | ImpactFactor value: 8.315

IS0 9001:2008 Certified Journal | Page 1313


https://doi.org/10.1016/j.procs.2024.10.108
https://doi.org/10.1016/j.procs.2024.10.108
https://doi.org/10.1016/j.heliyon.2024.e28195
https://doi.org/10.1016/j.heliyon.2024.e28195
https://doi.org/10.1038/s41467-022-31185-9
https://doi.org/10.1038/s41467-022-31185-9
https://doi.org/10.1145/3708657.3708777
https://doi.org/10.3389/fphy.2023.1201983
https://doi.org/10.3389/fphy.2023.1201983
https://doi.org/10.1109/IC2IE56415.2022.9649679
https://doi.org/10.1109/IC2IE56415.2022.9649679
https://doi.org/10.3390/computers12040078
https://doi.org/10.3390/computers12040078
https://arxiv.org/abs/2210.09850
https://arxiv.org/abs/2210.09850
https://doi.org/10.3934/environsci.2022044

